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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 1 (2 + 2 + 2 + 2 points)GCom requires support for several message orderings: FIFO, ausal, total, and ausal-total. Hybridorderings suh as the last one are interesting from many points of view, sine they allow us to gainbene�ts of several types of orderings � without requiring muh e�ort from us as implementers. Let ustherefore devote some attention to suh hybrid orderings!For the following, assume that there are at least three proesses in the system and that there is aminimum total of �ve messages sent between them. All proesses must send at least one message (to avoidtrivial solutions). You do not have to expliitly show sequener or sequene number voting messages.Also, please provide your answer as �gures with additional text (not only in writing, as the written wordis open to ambiguous interpretations). The �gures must be drawn in the following fashion:
A small irle denotes a send event, whereas a big irle of the same olor denotes a delivery event.Reall the di�erene between reeiving a message and delivering it: reeived messages are put in queuesuntil they are ready to be delivered aording to the hosen ordering.a. If possible, show a message ordering that is total, but not FIFO-total. If suh an ordering isimpossible to show, provide a sound argument for why this is the ase.b. If possible, show a message ordering that is ausal, but not FIFO. If suh an ordering is impossibleto show, provide a sound argument for why this is the ase.. If possible, show a message ordering that is FIFO, but not ausal-total. If suh an ordering isimpossible to show, provide a sound argument for why this is the ase.d. If possible, show a message ordering that is unordered, and neither FIFO, ausally, nor totallyordered. If suh an ordering is impossible to show, provide a sound argument for why this is thease.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Feel free to use this page as well. . .
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1. . . and this one.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 2 (3 × 0.5 + 4 points)Let's onsider reliable multiast for a while: the basi algorithm you implemented in the assignmentsends O(n2) messages for eah data message, whih is inredibly wasteful. It does, however, get the jobdone � it is a orret algorithm for implementing reliable multiast. How do we know that it is orret?Beause it ful�lls the three important properties of integrity, validity, and agreement.a. For 0.5 pts eah, what do the three properties (integrity, validity, and agreement) mean?b. The reason the basi algorithm is horribly ine�ient is that it makes use of uniast (point to pointommuniation). If, however, we have aess to IP multiast-enabled hardware and systems, weshould be in muh better shape! The book gives a sketh for how to implement reliable multiastusing (unreliable) IP multiast. Explain how this works!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Perhaps you need this page, perhaps not. Here it is, anyway!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 3 (3 + 2 + 1 points)Clok synhronization is important: many algorithms depend on there being some notion of what time itis. Examples of this is range from e.g. relatively ompliated Kerberos tikets to debugging to even theookies in your web browser. This time, we want to test your knowledge on Cristian's method for timesynhronization, so let's get to it (no time to lose, eh?).a. Desribe how Cristian's method works and brie�y disuss when and why it is appliable. Figuresare good for this, but the �gure will need some explanation in text as well.b. Show the math involved! Given what eah proess knows and the ontents of messages, how dothey atually synhronize their loks?. What modi�ations would you have to apply to Cristian's method to ensure perfet time synhro-nization between the nodes?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Hurry up, the lok on the wall might not be synhronized with yours!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 4 (6 points)Seurity is an iterative proess: you onstantly have to be prepared to reat to hanges that our in thereal world. Perhaps a new attak vetor beomes known, or you have to install a new software suite whihmay require you to update how your organization handles new seurity-related poliies. In this question,we ask you to omplete the �gure that you should reognize from the letures on seurity and brie�ystate what eah step means. You get 0.5 pts for eah orret label and 0.5 for eah orret explanation!
1.

2.

3.

4.

5.

6.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 5 (4 + 4 + 2 points)Repliation an give us inreased speed as well as improved fault-tolerane, so it is a Good Thing.However, one size does not �t all, and di�erent repliation shemes exists. Choosing the right one for thejob is a task for people suh as yourself, so let's get to it!a. Draw a �gure and explain how passive repliation works, and disuss its properties.b. Draw a �gure and explain how ative repliation works, and disuss its properties.. The general repliation phases are Request, Coordination, Exeution, Agreement, and Response. Inthe shemes you have just desribed are there any optimizations you an make in either of thesephases for read-only operations? If so, state them!Hint: note that you an get up to 4 whole points for your explanations of how the shemes work. Really showwhy you deserve them!Hint 2: we an't really give any better hint than listing the phases in the third point, an we?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1This page is intentionally left blank-ish.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 6 (3 + 1 + 2 points)Deadloks (�I wait for you, while you wait for me � neither of us an ontinue�) are an unfortunatereality for the loking onurreny ontrol sheme unless we autiously avoid them. If our transationsare distributed, deteting deadlok gets even trikier.a. Deadloks an either be deteted, or prevented from happening in the �rst plae. A primitive wayof prevention is to lok all resoures that the transation will require. Why is this a bad or even(for some systems) impossible way of handling the issue?b. What is a phantom deadlok?. What are vulnerable loks? How do they work?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Write here too!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 7 (5 × 1.5 points)Understanding the terminology used within a subjet an sometimes (as within omputer seurity) befundamental. Not only does the proper use of terminology make someone sound trustworthy and edu-ated, it is also entral in understanding new material onerning the subjet, and relate this to earlierexperienes.For eah pair of seurity related terms below:
• brie�y explain both terms (0.5 pts per term) and;
• expliitly state if and how they relate to eah other (0.5 pts).The terms are:a. Cross-site Sripting (XSS) and Peer-to-Peerb. Key Distribution Center and PKI. SSL and Publi Keyd. Intrusion Detetion System (IDS) and Chinese Wall modele. Biba seurity model and Con�dentiality
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 8 (2 + 2 + 2 + 2 points)Logial time uses �event ounters� rather than physial time to order events. Reall that events may beeither internal events (i.e. state hanges), send events, or reeive events.a. Make a �gure with 3 proesses that send a few (minimum 5, and eah proess has to send at leastone) messages bak and forth and have some internal events. Write the Lamport logial lokvalues for eah event. Inlude some onurrent events!b. Make a �gure with 3 proesses that send a few messages (same restrition as above) bak and forthand have some internal events. Write the vetor lok values for eah event. Inlude onurrentevents!. From a theoretial point of view, values from Lamport logial loks provide us with less rea-soning power than values from vetor loks, with regard to whih events took plae before whihin real time. Use your �gures to show this!d. Lamport logial loks are not without use, though! Show rules for omparing Lamport logialloks that have been extended with totally ordered proess identi�ers that make it possible toget a total ordering of events that our at the proesses! Brie�y state how/why this works in yourexample!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 9 (-3 to 3 points)The following questions require only a true or false answer. Corret answers give 0.5 points, whereasinorret answers are penalized with -0.5 points. Note that the total from the question may be negative,and this will impat your �nal sore. No answer is the safest option, and ounts as 0 points. Any textbesides �true� or �false� will not be taken into onsideration.
Starvation an not happen if forward validation is used foronurreny ontrolA message enrypted using private key X an be deryptedby either the private key X or the publi key assoiated to
XLost updates are aused by dirty reads.For logial loks, e → e′ → L(e) < L(e′)Two-phase loking is idential to two-phase ommit, exeptit involves loksThere are no mutual exlusion algorithms that an survivea single rash failure

�The person who gets the farthest is generally the one who is willing to do and dare. The sure-thingboat never gets far from shore.� � Dale Carnegie 15


