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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing S
ien
eUnique 
ode: 1Question 1 (1 + 1 + 2 + 4 + 2 points)Regarding message ordering, the 
ourse book1 mentions something very interesting. If a system uses asequen
er for total ordering, and the messages sent by ea
h pro
ess are FIFO-ordered, then the result isthat all 
ommuni
ation in the group is both 
ausally and totally ordered. The book leaves the proof asan exer
ise for the reader. That means you. You're the reader. But �rst, let's warm up with some moregeneral questions.a. What is the purpose of using message ordering(s) in the �rst pla
e?b. Why is not Total-Causal always the best message ordering?
. What advantage does the 
ombined Total-Causal message ordering have over the regular Causaland Total orderings?d. Show why, when using a sequen
er, the above statement from the book about sequen
er-supportedTotal-FIFO and Total-Causal holds.e. Does the statement hold when you implement total ordering using something else, e.g. the ISISvoting algorithm? Why or why not? Motivate your response 
learly.Note that we do not require a formally 
orre
t proof, just show (very 
learly!) why this has to be the
ase.

1Distributed Systems: Con
epts and Designs, Colouris, Dollimore, Kindberg, 2005 1
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ode: 1This is a quite hard question, and you might need extra spa
e to answer it fully.
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ien
eUnique 
ode: 1Question 2 (2 + 4 points)Transa
tions is a very important 
on
ept in distributed systems � in parti
ular ones that deal withdatabases of various kinds. The idea is to de�ne not mere operations, but operation �groups� that 
anbe applied to a distributed obje
t. In that 
ontext, ACID is an a
ronym that is well-known and used indistributed systems as well as in databases. It des
ribes properties that one requires from a transa
tion-aware system for the system to be useful.a. What does ACID stand for? Name the four properties that make up the a
ronym, and give a briefdes
ription of them in the 
ontext of distributed systems.b. There are some problems related to distributed obje
ts that 
an be a

essed using transa
tions.Three 
lassi
al problems are the dirty read, lost update, and in
onsistent retrievals problems. De-s
ribe two of these (you may 
hoose whi
h two of the three), and give simple and 
lear examplesthat illustrate what goes wrong.
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ien
eUnique 
ode: 1Question 3 (4x2 points)Cryptography is used in many di�erent se
urity me
hanisms, but sometimes in a di�erent way. Pleasebrie�y explain the following 
on
epts and mention when they are used:a. A private keyb. Publi
 key infrastru
ture
. A digital signatured. A ti
ket
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing S
ien
eUnique 
ode: 1Question 4 (3 + 1 points)We dis
ussed both internal and external time syn
hronization algorithms during the 
ourse, and a fewalgorithms that implement either internal or external syn
hronization. The Berkeley algorithm is usedfor internal syn
hronization.a. Draw a �gure of how the system is set up, in
luding whi
h messages are sent between pro
esses,andb. dis
uss upper and lower bounds on the a

ura
y this system 
an give you, given the 
ontents of themessage ex
hange.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing S
ien
eUnique 
ode: 1Question 5 (4 points)A naive way of implementing something similar to an ele
tion is to order all pro
esses in a list and alwaysstate that the leader is the �rst non-
rashed member in the list. Explain (note the amount of points we'reawarding this question) 
learly why this is not a 
orre
t ele
tion algorithm a

ording to the requirementsthat hold for all reasonable ele
tion algorithms.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing S
ien
eUnique 
ode: 1Question 6 (1 + 4 + 3 points)During the le
tures, we have dis
ussed several algorithms for mutual ex
lusion in distributed systems.Show us what you remember!a. What is mutual ex
lusion used for?b. Choose one of the following three algorithms that we 
overed: ring-based, Ri
art and Agrawala'salgorithm using timestamps, or Maekawa's voting algorithm and draw a �gure of how the nodes
ommuni
ate.
. Given your 
hoi
e, 
learly state whether it has the following properties: liveness, safety, andhappened-before ordering. Motivate your response 
learly.
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ode: 1Question 7 (1 + 3 + 3 points)Handling transa
tions in distributed systems is tri
ky business.a. What are atomi
 
ommit proto
ols used for and why do we need them?b. Two-phase 
ommit is a well-known atomi
 
ommit proto
ol. Please illustrate how it works for asystem with three nodes and one 
oordinator in it.
. The two-phase 
ommit proto
ol is quite safe against errors. How are 
rashing (and later restarting)pro
esses handled a

ording to the proto
ol? Keep in mind that either the parti
ipants or the
oordinator 
ould 
rash/restart.
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ien
eUnique 
ode: 1Question 8 (6 points)Here's a pi
ture showing the details a 
omponent in the Gossip ar
hite
ture.

In this question, we're not interested in the details but in the bigger pi
ture (we're giving you thedetails right up there for free, after all!). Please explain the main bene�ts of using Gossip and what theproto
ol/system/ar
hite
ture is used for and what it o�ers 
ompared to other repli
ation s
hemes.Consider this an essay question, so provide us with 
lear and detailed but still 
on
ise answer.
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ode: 1Question 9 (2 + 2 points)The following is an ex
erpt from the se
urity poli
y of Murdo
h University in Australia (used withoutpermission):1. Your Student Network a

ount is provided by the University inyour name for your use only.2. You must not share your a

ount with family, friends or makeyour password available to any other person.3. You should 
hange your password at least every 30 days.4. You may not use the a

ount of any other person. If youinadvertently gain su
h a

ess to any unauthorized information,you should advise Helpdesk staff immediately.5. In 
ertain 
ir
umstan
es you may share an a

ount with otherswhere shared duties apply. Su
h a

ounts will be spe
ifi
allyauthorized by the Dire
tor ITS or delegate. In su
h 
ases allsharers are jointly responsible for the a

ount but may notshare with others outside the group.6. You MUST NOT attempt to find the password of another user ora

ess their a

ount in an unauthorized user name.a. What is the purpose of a se
urity poli
y?b. Reason about whi
h of the above bullets 
an be enfor
ed by me
hanisms and how.
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ode: 1Question 10 (-3 to 3 points)The following questions require only a true or false answer. Corre
t answers give 0.5 points, whereasin
orre
t answers are penalized with -0.5 points. Note that the total from the question may be negative,and this will impa
t your �nal s
ore. No answer is the safest option, and 
ounts as 0 points. Any textbesides �true� or �false� will not be taken into 
onsideration.
BitTorrent is suitable for transporting streaming live videoThe instantaneous di�eren
e between the readings of anytwo 
lo
ks is 
alled 
lo
k driftForward and ba
kward validation of transa
tions 
an be
ombined, turning it into a pessimisti
 
on
urren
y 
ontrols
hemeTLS and SSL 
an interoperateJava RMI o�ers exa
tly on
e invo
ation semanti
sNTP symmetri
 mode ex
hanges messages similarly toCristian's algorithm

�The person who gets the farthest is generally the one who is willing to do and dare. The sure-thingboat never gets far from shore.� � Dale Carnegie 15


