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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 1 (3x1 + 3x1 + 3x1 points)As you are well aware, many algorithms in distributed systems require that messages are ordered aordingto some spei� sheme. However, whih sheme is the required one, and how it will a�et systemperformane, is an interesting topi of study. In partiular when we ouple message ordering algorithmswith reliable multiasting.For eah of the following message ordering shemes:
• FIFO
• Causal
• Totalplease answer the following questions:a. what is the de�nition of the sheme (1 point per sheme)?b. state a system where the sheme should be used due to its partiular ordering properties, andmotivate your response learly (1 point per sheme)?. given your hoie of system in the previous point, evaluate its performane harateristis whenombined with naive reliable multiast, i.e. the one you implemented for the assignment? Is it stillsuitable? Why/why not? (1 point per sheme)
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1This question is worth 9 whole points, surely you want to use this page too to make sure you get as manyas possible!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 2 (2 + 2 + 2 + 2 points)Clok synhronization in a distributed system is hard. There are many di�erent approahes to thisproblem, e.g. the Berkeley algorithm where there's a master node that internally synhronizes a group bysending out o�sets to eah lient, or the Internet-sale NTP system. However, the in many ways simplestalgorithm is Cristian's method. This is the one we shall devote our attention to this time.a. Please desribe what messages are passed (and who the ators are) in Cristian's method using asimple illustration.b. Desribe the requirements and assumptions Cristian's method makes on the environment it isdeployed in, e.g. on the network.. Show the math involved! Show how synhronization is aheived and pay partiular attention toshowing the bounds on the auray of the synhronization.d. Disuss Cristian's method from a seurity and fault-tolerane point of view!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1You might want to write on this page too. . .
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 3 (2 + 2 + 2 points)The Byzantine Generals Problem is well-studied and very useful for disussing onsensus, agreement, andfault-tolerane. As you know, there is a Commander and a number of Lieutenants who need to oordinatewhether they should simultaneously attak or retreat by means of message passing/forwarding. Some ofthese generals may be treaherous, and intentionally attempt to give wrong or on�iting information tothe others.a. Illustrate why the Byzantine Generals Problem an be solved for N > 3f proesses, where f is thenumber of failing proesses.b. Illustrate why the problem is impossible with N ≤ 3f proesses.. While interesting in theory, the problem an be solved quite easily if more attention is paid torigorous seurity (rather than just blind trust among the generals). Disuss why this is the ase,and provide a solution!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Illustrations an take up quite some spae, have another page, why don't you?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 4 (2 + 2 + 4 points)Optimism is aording to Merriam-Webster's Online Ditionary �an inlination to put the most favorableonstrution upon ations and events or to antiipate the best possible outome�1. Based on the pratialassignment, would you say that suh an approah works for distributed systems? Really?Let's disuss optimisti onurreny ontrol, that presumably works really well in the land of uniornsand hoolate2 (and in reality too, atually, just look at MediaWiki that powers Wikipedia).a. Draw an illustration to show forward validation of transations. Explain (using e.g. pseudo ode)how the validation sheme works.b. Draw an illustration to show bakward validation of transations. Explain (using e.g. pseudo ode)how the validation sheme works.. Compare the two shemes:
• How may we determine whih transation to abort?
• Based on our hoie of transation to abort, is either sheme more suseptible to transationstarvation?
• Whih information is saved in either sheme, and for how does it have to be kept?
• If proessing a validation phase takes very long time, whih sheme is better? Why?

1http://www.merriam-webster.om/ditionary/optimism, fethed Marh 26, 20102Or hoolate uniorns. Mmmh. 7



UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Perhaps you need more spae?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 5 (4 + 4 + 2 points)Repliation an give us inreased speed as well as improved fault-tolerane, so it is a Good Thing.However, one size does not �t all, and di�erent repliation shemes exists. Choosing the right one for thejob is a task for people suh as yourself, so let's get to it!a. Draw a �gure and explain how passive repliation works, and disuss its properties.b. Draw a �gure and explain how ative repliation works, and disuss its properties.. The general repliation phases are Request, Coordination, Exeution, Agreement, and Response. Inthe shemes you have just desribed are there any optimizations you an make in either of thesephases for read-only operations? If so, state them!Hint: note that you an get up to 4 whole points for your explanations of how the shemes work. Really showwhy you deserve them!Hint 2: we an't really give any better hint than listing the phases in the third point, an we?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1This page is intentionally left blank-ish.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 6 (3x2 points)Let us assume that you are to be hired as a seurity onsultant for a medium-sized bank, working on aprojet basis to seure their urrent system. During the interview they ask the questions listed below,and we are very interested in seeing what you respond!Please provide reasonably short answers (maybe a ouple of sentenes per question) for the followinggeneral seurity questions:a. What do you perieve as the largest threat(s) to this kind of system?b. What's your take on seurity poliies? We feel that our urrent poliy, "Don't do stupid stu�"overs most of the issues.. What would your strategy be in order to make the system ompletely safe?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Perhaps you need another page?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 7 (2 points)Here is a quik one for you:a. What onstitutes a omputationally seure ryptographi system?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 8 (8 points)There are several tools in the seurity toolbox. Brie�y desribe the following tools, inluding theirstrengths and weaknesses, and also desribe when these tools are used.a. Symmetri enryption algorithms.b. One-way hash funtions.. Asymmetri enryption algorithms.d. Digital signatures.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 1Question 9 (-3 to 3 points)The following questions require only a true or false answer. Corret answers give 0.5 points, whereasinorret answers are penalized with -0.5 points. Note that the total from the question may be negative,and this will impat your �nal sore. No answer is the safest option, and ounts as 0 points. Any textbesides �true� or �false� will not be taken into onsideration.
For transations, read and read operation for the same ob-jet are never in on�itKerberos authorization is a suitable solution for sites withmany serversDeadloks an never our in optimisti onurrene on-trolIn nested transations, if a subtransation aborts, the par-ent transation must also abortThe inonsistent retrievals problem an be solved using SSLenryption of the network hannelCorretness of a lok implies that it is orretly synhro-nized to UTC within a ertain margin of error

�Suess is not the key to happiness. Happiness is the key to suess. If you love what you are doing,you will be suessful.� � Herman Cain, Amerian business man, author and speaker 15


