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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 1 (8x1 + 2 points)Given the sequene of messages shown:

a. State learly the order in whih the messages are delivered in eah node using the messageorderings shown below. For Total ordering, assume that node A is the sequener and that sequenemessages are transferred instantly to both B and C. Note that you should write the exat order ofmessages as they are delivered at eah node, and providing any valid sequene if messages is notsu�ient. The arrows in the graph indiate message transfer and reeption.(i) FIFO(ii) Causal(iii) Total(iv) Causal-Total(v) Total-Causal(vi) FIFO-Total(vii) Causal-FIFO(viii) Unordered-FIFO-Causal-Totalb. Analyze your answers and motivate why some answers are similar.Note that you have an answering matrix for a on the following page.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Answers for a.Proess A Proess B Proess CiiiiiiivvviviiviiiAnswer for b:
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 2 (1 + 2 + 3 points)The people at CERN are having problems with the Large Hadron Collider (again!). This time, it isrelated to time synhronization issues between their mahines ontrolling the ollider. They need a wayto solve the problem, and they need it now. Obviously, they have a UTC time soure on site, whihshould be used to synhronize their equipment.a. The tehniians have heard of a protool alled NTP, but are a bit wary of using it, sine they knowthat it is used to synhronize all kinds of onsumer produts suh as their laptops as well. Set theirmind at ease by giving a rough sketh of how NTP networks are onstruted!b. Given that there is a UTC time soure on-site, what NTP mode would be used? How does it work,on the level of messages being sent and what they ontain? Note: you do not have to show howthe messages are mathematially used to alulate o�sets and delays.. Corret and reliable time data is of utmost importane in this � what seurity measures wouldyou reommend, and for what reason? Motivate your reommendations learly.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20You might want to write on this page too. . .
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 3 (2 + 2 + 2 points)These two pitures show the �ow of ommuniation under the ative and passive repliation shemes:

a. Whih sheme would you reommend for an appliation that is truly time-ritial? Why?b. Whih sheme would you reommend for an appliation that needs to remain useful even if arbitraryerrors may our? Why?. If you optimize these shemes by issuing read requests to either just one replia manager (in a-tive repliation) or to a bakup replia manager (in passive repliation), do you lose any of theseproperties? Why?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 4 (1 + 2 + 3 points)Transations require onurreny ontrol. During the ourse, we have studied pessimisti and optimistionurreny ontrol.a. Give an example of pessimisti onurreny ontrol!b. Why are the types of onurreny ontrol alled optimisti and pessimisti? Desribe the senarioswhen eah approh is most bene�ial!. In optimisti onurreny ontrol, one a transation is omplete, it gets validated against otherative transations to investigate whether it an be ommitted or must be aborted. Use a �gure toexplain how forward- and bakward validation of transations work.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Write on this page too, we don't like trees anyway, stading there all smug, who do they think theyare?. . .
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 5 (3 + 5x1 points)Figure 1 below shows events that happend in a system with two di�erent proesses, PA and PB . Arrowsindiate a transfer of messages. Figures 2 to 4 are all opies of Figure 1.
Figure 1.a. Draw a diagram that shows all onsistent states of the system, inluding the transfers betweenthose states. Begin in state (0,0), before anything happend in the system. Clearly indiate whihevents that has happened in eah of the proesses in every onsistent state. From the letures andthe book, you might reall that the lattie (rystalline struture) is very suitable for this.b. Using Figure 2 below, show an example of a onsistent ut and an example of an inonsistent ut.Also desribe how to tell the di�erene between a onsistent ut and an inonsistent one.. Add simple logial (Lamport) loks to Figure 3.d. Add Vetor loks to Figure 4.e. Give an example of a linearization for all the events in the system. Use the following notation: exy,where x is the proess identity and y is the event number.f. Give an example of a run that is not also a linearization, for all the events in the system. Use thesame notation as in question e.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20
Figure 2.

Figure 3.
Figure 4.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20This page is intentionally left blank-ish.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 6 (1 + 2 + 3 points)In real-world systems, errors our. Let's talk errors and failure handling!a. What is the di�erene between unreliable and reliable failure detetors?b. Why are synhronous systems easier in some regards to work with than asynhronous ones, from afailure handling point of view?. List and brie�y explain three strategies for masking errors in asynhronous distributed systems,where rashes may our!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Don't stop writing now!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 7 (3+4+2 points)One of the most ommonly used seurity mehanisms is ryptography, and the problems with ryptogra-phy are often assoiated with key management.For the questions below, explain the basis of the algorithms / proedures, preferrably using images.Note that you an get high points on this questions even if you annot reall the exat ontents of eahmessage, as long as you give a lear desription of the overall algorithm.a. Needham-Shroeder (Algorithm for exhange of established keys)b. Kerberos. Di�e-Hellman (Message exhange that require no previously shared serets / keys)

13



UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 8 (2x2 + 2 points)Brie�y explain the following:a. Biba seurity modelb. Bell-LaPadula seurity modelWould any of these models be suitable to use at a researh faility? Clearly motivate your answer!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneUnique ode: 20Question 9 (-3 to 3 points)The following questions require only a true or false answer. Corret answers give 0.5 points, whereasinorret answers are penalized with -0.5 points. Note that the total from the question may be negative,and this will impat your �nal sore. No answer is the safest option, and ounts as 0 points. Any textbesides �true� or �false� will not be taken into onsideration.
One a transation has been ommitted using two-phaseommit, it annot be rolled bak.In a distributed system, it is impossible to tell a faultyproess from a slow one.Data enoded with one-time pads annot be ryptoanalyzed(broken).If a subtransation aborts, the parent transation mustabort also.The Byzantine Generals problem annot be solved if twoproesses are faulty.Client-server solutions are not distributed systems.

�Pain is temporary, grades are forever� � Not so famous philosopher 15


