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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 1 (1 + 2 + 3 points)Lars reently got a new laptop. He only uses it to onnet via wireless networks. Sadly, the Linux driverfor the WIFI network interfae is pretty bad, and his onnetion to networks is unreliable: the signalquality is low and he experienes paket loss from time to time. Also, (most likely) beause it was aheap laptop, his lok is drifting notieably. Thus, he needs to synhronize his lok. And it is up toyou to help him!a. Name a good lok synhronization sheme.b. Explain how the lok synhronization sheme works. You don't need to go into minute detail, butlearly show what messages are sent bak and forth in the distributed system, what the nodes areresponsible for, and a few words about how the sheme works.. Motivate why the lok synhronization sheme you suggested is good for the partiular ase ofLars' laptop, given the irumstanes presented in the text above.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15We an be generous with paper � we have unlimited printer quotas!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 2 (2 + 2 + 2 points)GCom requires support for several message orderings: FIFO, ausal, total, and ausal-total. Hybridorderings suh as the last one are interesting from many points of view, sine they allow us to gainbene�ts of several types of orderings � without requiring muh e�ort from us as implementers. Let ustherefore devote some attention to suh hybrid orderings!For the following, assume that there are at least three proesses in the system and that there is a minimumtotal of �ve messages sent between them. All proesses must send at least one message (to avoid trivialsolutions). You do not have to expliitly show sequener or sequene number voting messages. Also,please provide your answer as �gures with additional text (not only in writing, as the written word isopen to ambiguous interpretations). The �gures must be drawn in the following fashion:

A small irle denotes a send event, whereas a big irle of the same olor denotes a delivery event. Reallthe di�erene between reeiving a message and delivering it: reeived messages are put in queues untilthey are ready to be delivered aording to the hosen ordering.a. If possible, show a message ordering that is total, but not FIFO-total. If suh an ordering isimpossible to show, provide a sound argument for why this is the ase.b. If possible, show a message ordering that is total, but not ausal-total. If suh an ordering isimpossible to show, provide a sound argument for why this is the ase.. If possible, show a message ordering that is FIFO, but not ausal-total. If suh an ordering isimpossible to show, provide a sound argument for why this is the ase.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Feel free to use this page as well. . .
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15. . . and this one.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 3 (4 + 2 points)Eletion algorithms are useful in many senarios, sine it is often natural to regard one proess as the�leader� and grant it speial powers over the other proesses. There are two requirements on any partiularrun of eletion algorithms to ensure that they give a orret result:E1 Safety : A partiipant proess pi has electedi =⊥ or electedi = P , where P is hosen as the non-rashed proess at the end of the run with the largest identi�er.E2 Liveness : All proesses pi partiipate and eventually set electedi 6=⊥ � or rash.a. Choose either the ring-based or the bully eletion algorithm. State your hoie, and desribe howit works. Make sure that you do so in an unambiguous and preise way (algorithms in pseudo odeare exellent for this. . . hint, hint).b. Both algorithms guarantee E1 and E2 in the best ase. However, explain how ompliane to E1and E2 of the algorithm you hose is a�eted by a lient that rashes and is restarted. Make noassumptions about the lient being able to save any kind of state (in partiular, it does not knowwhat identi�er it used prior to rashing).
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15This page is intentionally left blank. Go on, write more about the eletion algorithms � you know youwant to!
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 4 (2 + 2 + 2 points)These two pitures show the �ow of ommuniation under the ative and passive repliation shemes:

Important onepts related to fault tolerane and repliated shared objets are those of linearizabilityand sequential onsisteny. Both relate to interleavings of operations that at upon the repliated sharedobjets. For both, it is a requirement that the interleaving of operations suh that the interleaved sequeneof operations meets the spei�ation of a (single) orret opy of the objets. Linearizability requiresthat the order of operations in the interleaving is onsistent with the real times at whih the operationsourred in the atual exeution, whereas sequential onsisteny is more relaxed and merely requires thatthe order of operations in the interleaving is onsistent with the program order in whih eah individuallient exeuted them.a. It is possible to inrease the e�ieny of an ative repliation sheme by allowing the lients to on-tat a single replia manager for read-only queries. Is suh a sheme (a) linearizable, (b) sequentiallyonsistent, or () neither? Motivate your answer.b. It is possible for lients to o�oad the primary replia manager and ontat a single bakup repliamanager for read-only queries in a passive repliation sheme. Is suh a sheme (a) linearizable, (b)sequentially onsistent, or () neither? Motivate your answer.. A ustomer wants to reate a site for online live betting, and wants you to suggest a sheme for thedistributed database that ontains all the information (things to bet on, the odds, the bets, et).Would you reommend ative or passive repliation, and would you use the optimizations suggestedin the two previous questions? Motivate your answer learly.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Use this page too (if you want � you probably do).
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 5 (2 + 4 points)Transations is a very important onept in distributed systems � in partiular ones that deal withdatabases of various kinds. The idea is to de�ne not mere operations, but operation �groups� that anbe applied to a distributed objet. In that ontext, ACID is an aronym that is well-known and used indistributed systems as well as in databases. It desribes properties that one requires from a transation-aware system for the system to be useful.a. What does ACID stand for? Name the four properties that make up the aronym, and give a briefdesription of them in the ontext of distributed systems.b. There are some problems related to distributed objets that an be aessed using transations.Three lassial problems are the dirty read, lost update, and inonsistent retrievals problems. De-sribe two of these (you may hoose whih two of the three), and give simple and lear examplesthat illustrate what goes wrong.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 6 (2 + 2 + 2 points)Conurreny ontrol an be either pessimisti or optimisti. The former works under the assumptionthat onurrent aess to resoures often our, and must be avoided, whereas the latter works under theassumption that suh lashes are relatively few, and may instead be reatively deteted (and handled insome suitable way).a. Explain the optimisti forward validation sheme.b. Explain the optimisti bakwards validation sheme.. Suppose that you have an appliation where the amount of read operations greatly outnumber theamount of write operations. Whih optimisti onurreny ontrol sheme would you use, and why?Clearly motivate your answer.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 7 (2 + 2 + 2 points)A problem with distributed systems is that it is hard to get an overview of the urrent global state. But,thankfully, there are algorithms that we an use to determine the global state, even if it is not done inreal time.a. Explain at least two problems inherent in distributed systems related to determining the globalstate � what are the di�ulties?b. Why is global state important? What funtionality is enabled or made possible by being able toobtain the global state?. Brie�y (but learly, obviously) explain an algorithm for determining global states where markermessages are used.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 8 (4 points)Identify and explain (motivate) a situation where Java RMI would be a better hoie for distributedomputing than Web Servies.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 9 (2 + 1 points)Threats within Computer seurity are often divided into several ategories. There are several di�erentways of ategorizing them, but during the ourse we disussed one proposed by Shirey, namely:
• Dislosure
• Deeption
• Disruption
• Usurpationa. Give at least one brief example of a kind of attak that would �t into eah ategory.b. Apart from ategorization above, it is ommon to talk about Ative and Passive threats. Explainthe di�erene between ative and passive threats. Feel free to use the answers from (a) as examplesof passive and ative threats.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 10 (3 points)Explain what a Certi�ation Authority does, brie�y mention its primary funtions, and most importantlydesribe how it �ts into the big seurity piture.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 11 (5 × 1 points)Understanding the terminology used within a subjet an sometimes (as within omputer seurity) befundamental. Not only does the proper use of terminology make someone sound trustworthy and edu-ated, it is also entral in understanding new material onerning the subjet, and relate this to earlierexperienes.For eah pair of seurity related terms below:
• brie�y explain both terms and;
• expliitly state if and how they relate to eah other.The terms are:a. LAN and DMZb. Biometris and Digital Signatures. IDS and Chinese Wall Modeld. Bu�er over�ow and Key esrowe. SSL and SYN �ooding
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneCode: 15Question 12 (-3 to 3 points)The following questions require only a true or false answer. Corret answers give 0.5 points, whereasinorret answers are penalized with -0.5 points. Note that the total from the question may be negative,and this will impat your �nal sore. No answer is the safest option, and ounts as 0 points. Any textbesides �true� or �false� will not be taken into onsideration.
Remote proesses an bind new referenes into a Java RMIregistryA message enrypted using private key X an be deryptedby either the private key X or the publi key assoiated to
XA transation that has made a provisional ommit maynever be abortedClok skew is a measurement of the rate at whih a lokounts time inrements (frequeny of osillations)A lok has to be aurate to be orretThere are no mutual exlusion algorithms that an survivea single rash failure
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