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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 1 (3 + 2 points)a. What are the formal de�nitions of FIFO, ausal, and total ordering of messages?b. Show a message ordering that is total, but neither ausal nor FIFO (a �gure might be good forthis).
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 2 (2 + 4 points)a. Reite Fisher's impossibility result.b. Desribe at least two distint methods for working around the impossibility result.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 3 (3 + 1 points)a. Desribe how Cristian's method works and brie�y disuss when and why it is appliable. Figuresare good for this, but the �gure will need some explanation in text as well.b. What modi�ations would you have to apply to Cristian's method to ensure perfet time synhro-nization between the nodes?
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 4 (4 points)Brie�y desribe the two-phase ommit protool, and expliitly state the steps of the protool.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 5 (5 points)Give the �ve phases of a general (as opposed to a spei� one) repliation protool, and brie�y desribewhat happens in eah phase.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 6 (2 + 4 points)Give the de�nitions of the following:a. linearization, andb. run.Show, by example (a �gure would be very good for this), an ordering of events that is a run but nota linearization.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 7 (2 + 2 points)Explain the following two onepts of SOA design:a. servie virtualization, andb. loose oupling.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 8 (3x1 points)Give an approximate de�nition of the *-property of the:a. Biba model,b. Bell-LaPadula model, and the. Chinese Wall model.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 9 (5x1 points)For eah pair of seurity related terms below, brie�y explain both terms and expliitly state if and howthey relate to eah other:a. Cipher Suite and SSL,b. Poliy and Mehanism,. IDS and Key esrow,d. Military seurity poliy and Con�dentiality poliy, ande. DMZ and PKI.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 10 (6 + 2 points)Kerberos is a system for authentiation. The following image shows the six di�erent kinds of messagesthat is a part of the protool:

a. For eah message, desribe the ontents and the purpose of that message.b. Reason about the advantages and disadvantages of Kerberos.Use this and the following page for writing your answer.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneThis page is intentionally left blank.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 11 (2x2 + 3 points)a. Desribe the following methods of onurreny ontrol:(i) loks, and(ii) optimisti onurreny ontrol.b. Suggest a good sheme for onurreny ontrol for a web-based site dealing with onert tikets.Use this and the following page for writing your answer.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneThis page is intentionally left blank.
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UMEÅ UNIVERSITETInstitutionen för Datavetenskap UMEÅ UNIVERISTYDept of Computing SieneQuestion 12 (-3 to 3 points)The following questions require only a true or false answer. Corret answers give 0.5 points, whereasinorret answers are penalized with -0.5 points. Note that the total from the question may be negative,and this will impat your �nal sore. No answer is the safest option, and ounts as 0 points. Any textbesides �true� or �false� will not be taken into onsideration.
Evaluating de�nitely φ is NP-omplete in the general aseFor logial loks, e → e′ ⇒ L(e) < L(e′)The Bully algorithm uses O(N2) messages in the worst aseSUN RPC uses at-most-one semantisAuthentiation is the binding of an identity to an objetRead loks an always be upgraded to a write lok
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